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Concerns about cybersecurity are not matched by plans.

IMPORTANCE OF CYBERSECURITY WHETHER ORGANIZATION HAS
DEFINED CYBER RISK STRATEGY

B Yes - strategy is
current and
reviewed at least
annually

Extremely
Important

HYes - but the
strategy is not
current and may
only be reviewed
occasionally

Very Important

®No - organization
does not have a
defined strategy

Important




Concern about cybersecurity varies with company size and by
industry.

IMPORTANCE OF CYBERSECURITY

Total $10M-< $50M-< $100M-< Services Manufac- Wholesale Retail Construction Financial Healthcare
Middle $50M $100M $1B turing Trade Trade Services
Market

B Extremely Important B Very Important B Important Not Very/At All Important



Faster growing companies pay more attention to cybersecurity.

AVERAGE YEAR-OVER-YEAR REVENUE &
EMPLOYMENT GROWTH

7.7% 7.8%

4.7%

3.9%

Extremely Very Important Not
Important Important Important

® Revenue Growth



Bigger companies and certain industries are most likely to have a

defined cybersecurity strategy.

WHETHER ORGANIZATION HAS DEFINED CYBER RISK STRATEGY

$10M-<$50M  $50M-<$100M $100M-<$1B Services Manufac- Wholesale Retail Construction Financial Healthcare
turing Trade Trade Services
B Yes — strategy is current and B Yes — but the strategy is not B No — our organization does
reviewed at least annually current and may only be not have a defined strategy

reviewed at least annually



Business strategy is aligned with cybersecurity strategy only about

half the time.

WHETHER CYBER RISK STRATEGY ALIGNS TO OVERALL BUSINESS STRATEGY

$10M-<$50M $50M-<$100M $100M-<$1B
Total Middle Market
B Yes — cyber risk management is M Yes — cyber risk management is B No — cyber risk defines its
actively part of broader strategic advised of the strategy after it's own strategy separately from

discussions been defined business input



Most middle market companies believe they have not been hacked.

WHETHER COMPANY HAS BEEN TARGET OF A HACK

. Healthcare, construction
Profile of Hack Targets: and services companies

* Faster past year and are most likely to be aware
projected employment

growth
More likely to have

of having been hacked.

expanded into new
international markets
(26%)

Have greater difficulty
accessing capital

B Company has been target of hack
H Company has not been target of hack

® Don't know

Services Manufac- Wholesale Retail Constru- Financial Healthcare
turing Trade Trade ction Services



Nearly three-quarters of middle market companies have a documented

response plan.

WHETHER HAVE DOCUMENTED
INCIDENT RESPONSE PLAN $10M-<$50M $1g$“3n-<

Yes — our organization
has a documented plan

0, 0, 0,

®Yes - our for response to a cyber S/ il [

organization has a incident

documented plan for

res_p(;on?e e Gl No — our organization

e does not have a . . o
ENo - our documented response 33% L% 2

organization does plan

not have a

documented

response plan

. Manufac- Wholesale . . Financial
Services turing Trade Retail Trade Construction Services Healthcare
Yes — our organization
has a documented plan o o o o o o o
for response to a cyber 78% 67% 56% 73% 76% 84% 83%

incident

No — our organization does

not have a documented 22% 33% 44% 27% 24% 16% 17%
response plan



Top executives are usually — but not always — informed about

cyber risk.

WHETHER REPORT CYBER RISKS TO EXECUTIVES

Report cyber risks
to executives

Do not report
cyber risks to
executives

Total Have Documented No Documented
Response Plan Response Plan



Most middle market companies manage cybersecurity as part of IT.

HOW CYBERSECURITY IS MANAGED

Total Middle $10M-< $50M-< $100M-<
Market $50M $100M $1B

1%

B Part of IT
Part of IT 61% 56% 68% 66%
B Separately, with own
budget Svf,ﬂagﬁfégtw'th 10% 10% 5% 13%
B Qutsourced
] Outsourced 16% 20% 17% 11%
Don't have anyone
overseeing
Don’t have
B Other arrangement anyone 7% 9% 8% 4%
overseeing
®Don’t know e
er
arrangement 1% 1% . )

Don’t know 5% 5% 2% 6%



People, processes and technology tools are all deployed.

Total Total
Middle Middle
Market Market

Clear policies and practices Importance of
HOW COMPANY MANAGES SECURITY RISKS communicated to employees, 50% Having a Solution
contractors, and visitors in Place
Access controls for all employees 49% Mobility and .
7% security access e
57% 549 Training/education for employees to 45%
° . better understand threats ¢
0 q
Automated defense against known 449 Cloud security 62%
43% threats °
Compliance maintenance (i.e. HIPAA, 40% Threat intelligence 57%
339 PCI, DSS, ISO, etc.) °
Incident response process 33% Complex o
infrastructure 48%
Threat visibility 28%
16% gsrt)ﬁgg%ﬁg collection of all 27% Visibility 41%
Remediation for any/all employees 269% o
that fail to follow policies and practices 0 Ransomware 29%
. . . L . Working with customers and vendors
Incorpor- Developing Ensuring Employing Providing Choosing to integrate security through the 24%
ating IT back-up IT employee dedicated funding develop- supply chain
security  capabil-  devices IT security  for IT ment
tools and ities and applic- resources security  projects Cyber insurance 22%
best (mirror  ations are initiatives  with low o o
practices servers/  secure risk Remediation capabilities 18%
ClOUd) Other 1%

None of the above

7%



About this report

Overall Qualifications

e CiSlonTakers September 5, 2016 through September 16, 2016

* Private and public organizations
«  $10 million-<$1 billion in Gross Revenue

Subgroups Shown

Total MM Firms = Sample sourced from

respondents who participated in the Q3 . .
2016 MMI. Self-Administered Online Survey
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The National Center for the Middle Market is the leading source of knowledge, leadership, and
innovative research focused on the U.S. Middle Market economy. The Center provides critical
data, analysis, insights, and perspectives to help accelerate growth, increase competitiveness, and
create jobs for companies, policymakers, and other key stakeholders in this sector. Stay
connected to the Center by contacting middlemarketcenter@fisher.osu.edu.

From business as usual to business unusual, Fisher College of Business prepares students
to go beyond and make an immediate impact in their careers through top-ranked programs,
distinguished faculty and a vast network of partnerships that reaches from the surrounding
business community to multinationals, nonprofits and startups across the globe. Our students
are uniquely prepared and highly sought, leveraging Fisher’s rigorous, experiential learning
environment with the resources of Ohio State, a premiere research university with 500,000
proud Buckeye alumni.

SunTrust Banks, Inc. is a purpose-driven company dedicated to Lighting the Way to Financial
Well-Being for the people, businesses and communities it serves. Headquartered in Atlanta, the
company has three business segments: Wholesale Banking, Consumer Banking and Private
Wealth Management, and Mortgage. Its flagship subsidiary, SunTrust Bank, operates an extensive
branch and ATM network throughout the high-growth Southeast and Mid-Atlantic states, along with
24-hour digital access. Certain business lines serve consumer, commercial, corporate and
institutional clients nationally. As of December 31, 2015, SunTrust had total assets of $191 billion
and total deposits of $150 billion. The company provides deposit, credit, trust, investment,
mortgage, asset management, securities brokerage, and capital market services. SunTrust's
Internet address is suntrust.com.

Founded in Chicago in 1924, Grant Thornton LLP (Grant Thornton) is the U.S. member firm of
Grant Thornton International Ltd, one of the world’s leading organizations of independent audit, tax
and advisory firms. In the United States, Grant Thornton has revenue in excess of $1.3 billion and
operates 57 offices with more than 500 partners and 6,000 employees. Grant Thornton works with
a broad range of dynamic publicly and privately held companies, government agencies, financial
institutions, and civic and religious organizations. “Grant Thornton” refers to Grant Thornton LLP,
the U.S. member firm of Grant Thornton International Ltd (GTIL). GTIL and the member firms are
not a worldwide partnership. Please see grantthornton.com for further details.

Cisco is the worldwide leader in IT that helps companies seize the opportunities of tomorrow by
proving that amazing things can happen when you connect the previously unconnected. At Cisco
customers come first and an integral part of our DNA is creating long-lasting customer partnerships
and working with them to identify their needs and provide solutions that support their success.
Learn more at cisco.com.




